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 Executive summary 

DIGITALEUROPE welcomes the European Data Protection Board’s 

(EDPB) work to enable certification as a tool for transfers.1 Certification 

relies on internal company processes which can provide for structured, 

documented and controllable safeguards to enable international transfers 

of personal data. 

Since the onset of the General Data Protection Regulation (GDPR),2 and 

increasingly after the Schrems II ruling,3 businesses in Europe have been 

diversifying the range of technical and organisational measures to protect 

transfers and continue playing an active role in global trade. In this context, the 

final Guidelines should do more to fully establish certification as a reliable legal 

tool for transfers. 

For certification to be safely relied upon by exporters and importers, the final 

Guidelines should: 

 Build upon existing certification practices and clarify the conditions upon 

which a certification can be called into question; 

 Further recognise that certification can bolster good practice across the 

EU, without adding excessive criteria for transfers; and 

 Bring practical and positive examples of how certification can be put in 

place. 

 

1 https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-072022-

certification-tool-transfers_en. 

2 Regulation (EU) 2016/679. 

3 Case C-311/18. 

http://bit.ly/2X8pBZz
http://www.digitaleurope.org/
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-072022-certification-tool-transfers_en
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-072022-certification-tool-transfers_en
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 Actors involved and responsibilities 

Existing certification models are used by industry to demonstrate GDPR 

compliance and attribute roles to the different parties involved, often by 

contractual means. The final Guidelines should build on existing practices and 

clarify certain points on rejecting or withdrawing certification. 

Existing certification models 

Over time, different certification models have been implemented by industry to 

facilitate and demonstrate GDPR compliance, including aspects that are critical 

to the GDPR such as cybersecurity. Companies have therefore accumulated 

experience and knowledge around certification mechanisms, which can serve as 

a reliable framework to ensure stable data flows. For this reason, existing 

practices and contractual freedom should be considered in the final Guidelines. 

For example, the draft Guidelines stipulate that the importer’s assessment of a 

third country’s legislation and practices should itself be assessed by the 

certification body. More precisely, that certification bodies should have the 

necessary resources to be able to verify that ‘the importer has carried out an 

assessment of the legal situation and practices of the third country/ies where it is 

located.’4 It is important to ensure this wouldn’t lead to excessive levels of 

assessments of a third country’s legislation and practices. 

The control is then further reinforced by the possibility of onsite audits. However, 

if the certification body has the obligation to monitor changes in third-country 

legislation, communication should be established between the body and the 

importer or exporter. The task of monitoring a third country’s legislative 

developments is costly and time-consuming. Cooperation and exchange between 

the parties involved should be promoted by the final Guidelines, rather than 

imposing control upon control. Different actors could rely on contractual 

warranties that the laws and practices in the third country allow the fulfilment of 

their commitments, as suggested later in the draft Guidelines.5 

The role of authorities 

As consistently stated in our previous positions, the success of certification 

frameworks will rely on all parties involved, including data protection authorities 

(DPAs).6 Although the roles of the data importer and exporter are detailed in the 

 

4 Para. 33 of the draft Guidelines. 

5 Para. 51 of the draft Guidelines. 

6 DIGITALEUROPE, Response to EDPB consultation on draft guidelines on certification and 

identifying certification criteria, available at: 
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draft Guidelines, the basis upon which certification could be rejected by 

supervisory authorities, or upon which the EDPB could give a negative Opinion, 

should be clarified. This would afford importers, exporters and accreditation 

bodies alike more legal certainty as to what is expected by authorities. 

Last, we commend the draft Guidelines for not focusing on the applicability of 

certification only to individual industry sectors. We have consistently argued in 

favour of the recognition of certification across different industries and activities. 

This cross-sectoral approach can facilitate scalability of solutions to common 

issues. 

 A safeguard to increase resilience 

The Schrems II ruling has caused European exporters as well as importers to 

seek further legal safeguards and prevent disruptions to data flows that would be 

damaging to the European economy. Our survey on the use of standard 

contractual clauses (SCCs) showed that only about 9 per cent of companies 

based in Europe do not transfer any data outside the EU.7 

Strong EDPB Guidelines play a key role in enabling companies to find firmer 

ground to actively take part in global trade and increase resilience. Certification 

can bolster best practices by diversifying the options available to companies to 

ensure appropriate safeguards for data transfers in compliance with the GDPR. 

Certification should remain adaptable to different cases, without complexity and 

cost increasing. 

We commend the EDPB for recognising that safeguards can be diversified and 

encourage the final Guidelines to reinforce this approach, as further discussed in 

the section below. 

‘Safeguards should of course be in place to ensure that European data is not 

misused, including outside Europe. Yet, the way we go about it can make all the 

difference between Europe thriving in the global data economy, or missing out.’8 

 

 

https://www.digitaleurope.org/wp/wpcontent/uploads/2019/01/DIGITALEUROPE%20response%2
0to%20EDPB%20consultation%20on%20draft%20guidelines%20on%20certification.pdf. 

7 DIGITALEUROPE, Schrems II impact survey report, available at: 

https://www.digitaleurope.org/wp/wpcontent/uploads/2020/11/DIGITALEUROPE_Schrems-II-
Impact-Survey_November-2020.pdf. 

8 DIGITALEUROPE, Data transfers in the data strategy: Understanding myth and reality, available 

at https://www.digitaleurope.org/wp/wpcontent/uploads/2022/06/DIGITALEUROPE_Data-
transfers-in-the-data-strategy_Understanding-myth-and-reality.pdf. 

https://www.digitaleurope.org/wp/wpcontent/uploads/2019/01/DIGITALEUROPE%20response%20to%20EDPB%20consultation%20on%20draft%20guidelines%20on%20certification.pdf
https://www.digitaleurope.org/wp/wpcontent/uploads/2019/01/DIGITALEUROPE%20response%20to%20EDPB%20consultation%20on%20draft%20guidelines%20on%20certification.pdf
https://www.digitaleurope.org/wp/wpcontent/uploads/2020/11/DIGITALEUROPE_Schrems-II-Impact-Survey_November-2020.pdf
https://www.digitaleurope.org/wp/wpcontent/uploads/2020/11/DIGITALEUROPE_Schrems-II-Impact-Survey_November-2020.pdf
https://www.digitaleurope.org/wp/wpcontent/uploads/2022/06/DIGITALEUROPE_Data-transfers-in-the-data-strategy_Understanding-myth-and-reality.pdf
https://www.digitaleurope.org/wp/wpcontent/uploads/2022/06/DIGITALEUROPE_Data-transfers-in-the-data-strategy_Understanding-myth-and-reality.pdf
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 Making certification a practical tool 

Certification in practice 

The draft Guidelines state that certification criteria should ‘adequately assess 

whether and to what extent [transparency and data subject rights] are 

enforceable.’9 This criterion is listed just after requiring that an appropriate 

complaint-handling procedure be established, hence ignoring the fact that 

complaint-handling procedures are themselves a means to enforce rights. 

The expansive list of additional certification criteria given in the draft Guidelines is 

detailed in the form of an extensive number of questions. We recommend that 

the final Guidelines specify that the additional criteria supplement existing 

standards for certification without making the tool more difficult to attain. 

Last, the examples given in the annex could represent an opportunity for 

practical guidance. However, they are critical of technical measures such as 

pseudonymisation without illustrating cases where such measures can in fact 

serve as effective protections. These examples do exist and their proactive 

acknowledgment in the final Guidelines is essential to make certification a 

practical tool. 

Aligning certification with other available tools 

Certification is one of several tools listed under Art. 46 GDPR. Considering the 

similar approval process for other tools, interoperability between certification and 

binding corporate rules (BCRs), in particular, should be recognised. If substantive 

and procedural requirements overlap, organisations having adopted one or the 

other mechanism should be able to rely on both. 

The final Guidelines should further recognise European certification standards 

(e.g. CEN/CENELEC JTC13). The possibility of following one certification model 

across the EU could help avoid a fragmented single market and allow more 

cohesive application of transfer tools. Mapping existing certifications and 

identifying common standards across the EU would enhance compliance efforts 

and help DPAs in cross-border enforcement. 

Although the draft Guidelines note that binding and enforceable commitments 

may be taken based on contracts, they do not specify which other instruments 

can be used. Other instruments, such as adherence to state-of-the-art technical 

standards, could however widen the possibilities for importers and exporters to 

use certification. 

 

9 Para. 41 of the draft Guidelines. 
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